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DATA SECURITY

—_— The security of our users' data is a primary
concern.of Novative S.A..
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location data backups, and safe storage
processes for private information. We also
allow 2-Factor<authentication for key users
and are 1ISO27001Certified.

- We utilize full’256-bit SSL encryption, multi ] "
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150 27001

Our Information Security
Managament System (ISMS) .
is compliant with the ISO

27001:2013 Information .'

Security Management
Systems standard.

1ISO
27001

CERTIFICATION
EUROPE ™

What is it?

"ISO/IEC 27001 is widely known, providing
requirements for an information security
management system (ISMS) [..] to manage the
security of assets such as financial information,

intellectual  property, employee details or
information entrusted by third parties."



https://www.iso.org/isoiec-27001-information-security.html#ISMS
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PHYSICAL DATA CENTER IN SWITZERLAND

All your personal identifiable information is
securely stored in a data center in
Switzerland. Novative maintains secure
information connections for our clients

including a back up connection to ensure
access.
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ORACLE DATABASE

Our software Nova Smart NG is developed

on the Oracle database. Therefore, it is a ORACLE
stable, established & robust database.

COMPLIANCE WITH GDPR

We ensure compliance to all applicable

regulatory, legal & contractual
m requirements including GDPR & all
applicable data protection.
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SPECIFIC PORTAL

We use a specific portal for each client with an
exclusive database.
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Increased Security

Two factor authentication Specific access rights
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Employees Managers Accountants

Use two factor authentication methods to For each stakeholder, you can define the

assure that no third party can misuse any roles, programs, menus, document

password and breach your system. resources, reports and workflows to which
each user has access as well as the level of
access (consultation, modification, editing,
cancellation, etc.)




